TK600

Version:
v2.0.0.r14162

Date:
19.07.2024

D

D weLoTec



Contents

1 Preface
1.1 Panel . ... .. . . ..o
1.2 Structureand Dimensions . . . . .. ... ... ....

2 Installation

2.1 Precautions: . . . . ... . ... ...
2.2 Installing and Uninstalling the Device on a DIN-Rail . .
2.3 InstallingaSIMCard . . .. ... ............
2.4 InstallinganAntenna . ... ..... .. ... ....
2.5 Installingthe PowerSupply . . . ... ... ... ...
2.6 Installing the Ground Protection . . . ... ... ...
2.7 Connecting the NetworkCable . . .. ... ... ...
2.8 ConnectingTerminals . . . . ... ... ... .....
3 Configuring Network Connection
3.1 Connectingtotherouter . ... ... .........
3.2 Loggingintotherouter . ... ... ... .......
3.3 NavigationBarOperations . . ... ... .......
34 Overview . . . ..o
35 Network . ... ... ...
3.6 EdgeComputing . . . ... ... ... .........
3.7 System ...
38 Advanced. . ... .. ... ... .o
4 FAQ
4.1 How Do | Restore Factory Settings Through Hardware?
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

48366 Laer

+49 2554 9130 00

O weLoTec

NN

w

o ~N~No oo b~ DD

Page 1



weLoTec

1 Preface

This document describes how to install and operate the TK600 series router. Before using these products, confirm
the product model and the number of accessories inside the package, and purchase a SIM card from the local
network operator.

1.1 Panel
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1.2 Structure and Dimensions
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2 Installation

2.1 Precautions:

e Power supply requirements: 24V DC (12 - 48 V DC).

e Environment requirements: operating temperature -20°C to 70°C; storage temperature -40°C to 85°C; relative
humidity 5% to 95% (non-condensing). The temperature on the device surface may be high. Install the device
in a restricted area and assess the surrounding environment.

e Avoid direct sunlight and keep away from thermal sources or areas with strong electromagnetic interferences.
e Install the router on an industrial DIN-rail.

e Check whether the required cables and connectors are installed.

2.2 Installing and Uninstalling the Device on a
DIN-Rail

2.2.1 Installing with a DIN-Rail

Procedure:

Step 1: Select an installation place and reserve enough space for installation.

Step 2: Insert the upper part of the DIN rail seat onto the DIN rail. Grab the lower end of the device and revolve it
upward in the direction indicated by arrow 2 with gentle force, to insert the DIN rail seat onto the DIN rail.

Check that the device is installed reliably on the DIN rail, as shown in following figure on the right.

DI rail seat
FDDI rail

0 0 0 .- B B B 8.

w2A

2.2.2 Uninstalling with a DIN-Rail

Procedure:

Step 1: Press the device downward in the direction indicated by arrow 1 to create a gap near the lower end of the
device so that the device isolates from the DIN rail.

Step 2: Revolve the device in the direction indicated by arrow 2 and grab the lower end of the device and move the
device outward. Lift the device when its lower end isolates from the DIN rail. Then, take off the device from the DIN
rail.
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2.3 Installing a SIM Card

TK600 supports Dual SIM card.
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2.4 Installing an Antenna

Revolve the movable part of the metal SMA interface with gentle force until it cannot be revolved, in which state
the outer thread of the antenna connection cable is invisible. Do not wring the antenna with force by grabbing the

black plastic cover.
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2.5 Installing the Power Supply

2.5.1 Procedure:

Step 1: Remove the terminal from the router.
Step 2: Unfasten the locking screw on the terminal.

Step 3: Connect the power cable to the terminal and fasten the locking screw.
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2.6 Installing the Ground Protection

2.6.1 Procedure:

Step 1: Unfasten the ground screw cap.
Step 2: Put the ground loop of the cabinet ground cable onto the ground post.

Step 3: Fasten the ground screw cap.

‘& Caution

Ground the router to improve its interference resistance. Connect the ground cable to the ground post of the router
based on the operation environment.

2.7 Connecting the Network Cable

Connect the router to a PC directly by using the Ethernet cable.
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2.8 Connecting Terminals
2.8.1 Power / Serial Terminals

Terminals provide the RS232 and RS485 interface modes. Connect cables to the corresponding terminals before
using the interfaces. During installation, remove the terminals from the device, unfasten the locking screws on the
terminals, connect cables to the corresponding terminals, and fasten the screws. Sort the cables in order.

—
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TXD =

Reserved®5232) § FXD =
GND =

A =

Fesrved(F5483) { E EI
\

Screws

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 8
48366 Laer +49 2554 9130 00



O weLoTec

3 Configuring Network Connection

3.1 Connecting to the router

Step 1: By default, the IP address of WAN/LAN on TK600 is 192.168.1.1; the IP address of LAN on TK600is 192.168.2.1.
This document uses the LAN port to access the TK600 as an example. Set the PCs IP address to be on the same
subnet with LAN.

Method 1: Obtain an IP address automatically (recommended)

General  Alternate Configuration

You can get [P settings assigned sutomatically if your network supports
this capahiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@Dbtmm?ad:l’cssmmticaly
() Use the following IP address:

{_) Obtain DNS server address automatically
{8) Use the following DNS server addresses:
Prefierred DNS server: [ . . . ]

Alternate DNS server: [ . . . ]

[] vabdate settings upon exit el

Method 2: Set a fixed IP address

Select Use the following IP address, enter an IP address (By default, any from 192.168.2.2 t0 192.168.2.254), subnet
mask (By default,255.255.255.0), default gateway (By default,192.168.2.1), and DNS server address, and click OK.
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nternetprotokell, Version 4 (TCP/1Pwd) Properties .
General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you nead to ask vour network administrator
for the approoriate IP settings,

{_) Obtain an IP address automatically
(@) Uge the following IP address:

IP address: [192.168. 2 . 10 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192.168. 2 . 1 |

Obtain DMNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: [ 4.2.2.1 |
Alternate DNS server: | 8.8 .8 .8 |
[[] validate settings upon exit e

3.2 Loggingin to the router

Connect the PC to the router directly by using the network cable, start the web browser, enter https://192.168.2.1
inthe address bar, and press Enter to jump to the web login page. Enter the username (default: adm) and password
(default: 123456), and click OK or press Enter to access the web configuration page.

adm

asmnmn

3.3 Navigation Bar Operations
3.3.1 Returning to the Homepage

You can click the Welotec logo in the upper left corner of any web page of the TK600 to return to the Overview page
quickly.
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3.3.2 Logging Out

P o i [Sow]

To log out from the TK600, click the user name in the upper right corner.

3.4 Overview

The Overview page displays information about the TK600, such as its network connection status, system informa-
tion, and data usage. You can quickly obtain the TK600 running status on this page after you login to the TK600 web
page, the Overview page appears by default. You can also click Overview to display this page. This page displays
the following information:

Network Connection Status: shows the TK600s network connection status and network configuration.

3.5 Network
3.5.1 Network interface

Cellular

The Cellular page displays the configuration and status of the TK600 dial-up interface. You can set dial-up interface
parameters to connect the TK600 to a cellular network or view details about the dial-up interface on this page.
Follow these steps to configure the dial-up interface:

1. Choose Network > Network Interfaces > Cellular to display the Cellular page.
2. Select Enable Cellular.

3. Set the parameters (default settings recommended).

4

. Click Submit to complete the configuration of the dial-up interface. The cellular network parameters are de-
scribed as follows:

e Enable Cellular: enables or disables the cellular network connection.
e Profile

- Network Type: specifies the type of the mobile network to which the router is connected, which can be
GSM or CDMA.

- APN: specifies the access point name (APN) that identifies the service type of a WCDMA/LTE network. A
WCDMA/LTE system provides services based on the APN of the connected WCDMA/LTE network.
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- Access Number: specifies the dial string provided by the network operator. Obtain this dial string from
your network operator.
* |f your 3G/LTE data card supports WCDMA or LTE, the default dial string is *99***1#.
* |f your 3G data card supports CDMA 2000, the default dial string is #777.
- Auth Method
* Auto: selects an authentication method automatically.

* PAP: specifies the Password Authentication Protocol, a simple plain-text authentication method im-
plemented through two-way handshakes.

* CHAP: specifies the Challenge Handshake Authentication Protocol, a security authentication method
that verifies message digests through three-way handshakes.

* MS-CHAP: specifies the CHAP standard defined by Microsoft.
* MS-CHAPV2: specifies the upgraded version of MS-CHAP, which requires two-way authentication.

Username: specifies the username used for connection to the public data network (PDN). It is provided by
your network operator.

Password: specifies the password of the PDN user. It is provided by your network operator. Dual SIM En-
able: enables or disables the dual-SIM card mode.

Main SIM: specifies the main SIM card used. Options are SIM1, SIM2, Random, and Sequential.

Max Number Of Dial: specifies the maximum number of dial-up attempts on SIM1. When the number of
dial-up failures reaches this number, the router switches to SIM2.

Min Connected Time: specifies the minimum network connection duration after the router dials up suc-
cessfully. Within this duration, the number of dial-up attempts is counted. When the connection duration
exceeds the set value, the number of dial-up attempts is reset. When the value is set to 0, this function is
disabled.

Backup SIM Timeout: specifies the timeout period of the backup SIM card used currently. The router
switches to the main SIM card when the timeout period of the backup SIM card is reached.

Network Type: specifies a network type for the SIM card. Options are Auto, 3G, 4G, and 2G. You can select a specific
network type suitable for your router and SIM card or choose the auto mode, in which the router automatically
registers to the suitable network.

Profile: specifies the index of the dial-up parameter set.

Roaming: enables the roaming function to allow the router to dial up in roaming state or disables the roaming
function to prevent the router from dialing up in roaming state. When a local SIM card is used, its dial-up capability
is not affected whether this option is selected or deselected.

PIN code: specifies the personal identification number of the SIM card. If you enable PIN code but do not set a PIN
code or set a wrong PIN code, the router cannot dial up. Avalid PIN code enables the router to dial up to a network.

Static IP: enables or disables the use of a static IP address. If you select this option, specify an IP address manually.
Then, the router obtains the specified static IP address every time it dials up to a network.

Connection Mode

e Always Online: indicates that the router stays online when it is running properly and will be disconnected and
redial up only if the dial-up interface does not transmit any traffic in 30 minutes. This is the default connection
mode of the system.

e On-demand Dial

- Data Trigger: indicates that the router is offline by default and will dial up automatically when data is sent
to the Internet.
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Manual Dial: indicates that the network connection can be established or terminated by clicking Connect or
Disconnect in the Status area.

Redial Interval: specifies the period that the router waits before dialing up again.

ICMP Probes

ICMP Detection Server: specifies the IP address or domain name of the remote ICMP server to be probed. (If
two ICMP servers are enabled, it is recommended that you enter the IP addresses or domain names of both
servers here.) The router supports two ICMP servers: a primary server and a backup server. After two servers
are configured, the router probes the primary server first. It probes the secondary server only when the number
of probe retries on the primary server reaches the maximum value. If both the servers fail to be detected, the
router dials up again and starts a new round of ICMP probe.

ICMP Detection Interval: specifies the interval between ICMP probe packets sent from the router.

ICMP Detection Timeout: specifies the timeout period of an ICMP probe. If the router does not receive any ICMP
Reply packet within this period, it considers that the ICMP probe times out.

ICMP Detection Max Retries: specifies the maximum number of retries after an ICMP probe failure. (The router
dials up again when the number of retries reaches this value.)

ICMP Detection Strict: enables or disables the strict ICMP probe mode. In this mode, the router does not send
ICMP probe packets when its dial-up interface is transmitting data traffic. It sends ICMP probe packets only when
the dial-up interface is idle.

Advanced Settings

Initial Commands: specifies some AT commands used to check the module status.

RSSI Poll Interval: specifies the interval at which the router checks the signal status after dialing up successfully.
For example, the interval is set to 60s. If you remove the antennas after the router dials up successfully, the
signal strength will remain unchanged in 60s and decrease 60s later. If the interval is set to 0, RSSI polling is
disabled.

Dial Timeout: specifies the dial-up timeout period. If the router fails to dial up to a network within the timeout
period, the dial-up times out. In this case, the router checks the module status and dials up to the network
again.

MRU: specifies the maximum receive unit, which is expressed in bytes.

MTU: specifies the maximum transmit unit, which is expressed in bytes.

Use Default Asyncmap: enables or disables the default Asyncmap.

Use Peer DNS: enables or disables the use of the DNS server assigned in the connected network.

LCP Interval: specifies the interval at which the router checks whether the cellular connection is normal.
LCP Max Retries: specifies the maximum number of dial-up retries after the link connection is interrupted.
Infinitely Dial Retry: enables the router to retry unlimited times upon a dial-up failure.

Debug: enables display of more detailed system logs.

Expert Options: allows you to set command parameters.

Welotec GmbH www.welotec.com
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WAN

The following figure shows the configuration of WAN/LAN, with Interface Type set to WAN.

o e e e i -

Status

Secondary IF Metrmank Opesation

The Ethernet parameters are described as follows:
e Network Type (Static IP by default)

- Static IP: uses a manually configured IP address, matching subnet mask, and other information for the
Ethernet interface.

- Dynamic Address (DHCP): configures the interface as a DHCP client to obtain an IP address, the matching
subnet mask, and other information through DHCP.

e Static IP mode

- Primary IP: specifies the IP address of the Ethernet interface. By default, the IP address of WAN/LAN is
192.168.1.1, and the IP address of LAN is 192.168.2.1.

- Netmask: specifies the subnet mask of the Ethernet interface.
- MTU: specifies the maximum transmit unit, which is expressed in bytes. The default value is 1500.
- Speed/Duplex, including:

* Auto Negotiation

* 100M Full Duplex

* 100M Half Duplex

* 10M Full Duplex

* 10M Half Duplex

- Track L2 State: enables or disables tracking of L2 interface status. After this feature is enabled, the interface
is Down when it is not physically connected and is Up when it is physically connected. After this feature is
disabled, the interface state is displayed as UP regardless of whether the interface is physically connected.

- Shutdown: disables the interface.
- Description: specifies the descriptive information that identifies the Ethernet interface.

- Secondary IP Setting: allows you to set up to 10 secondary IP addresses in addition to the primary IP ad-

dress.
Welotec GmbH www.welotec.com
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LAN
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e Primary IP: specifies the primary IP address of the interface.
e Netmask: specifies the subnet mask of the interface.

e Secondary IP Settings: allows you to set up to 10 secondary IP addresses in addition to the primary IP address.

Loopback

The loopback interface is a logical, virtual interface on the TK600. After you create and configure the loopback
interface, you can ping its IP address or set up a Telnet connection to it to test the network connectivity. You can
set or view loopback interface parameters on the Loopback page. Follow these steps to configure the loopback
interface:

1. Choose Network > Network Interfaces > Loopback to display the Loopback page. You can set or view loopback
interface parameters on this page.

2. Click the Add icon in the table under Secondary IP Settings to add a secondary IP address for the loopback
interface. (The default IP address is 127.0.0.1.)

3. Enter the secondary IP address and subnet mask.
4. Click Submit to complete the configuration of the loopback interface.

As shown in the following figure, a secondary IP address 127.0.0.2 is set for the loopback interface.

Add Secandary IP Settings

* Secondary IP: 127.0.0.2

* Metmask: | 2552852350

Welotec GmbH www.welotec.com
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3.5.2 Network Services
DHCP

The Dynamic Host Configuration Protocol (DHCP) uses the client/server communication model. The client sends
a configuration request to the server, and the server replies with the IP address allocated to the client and other
configuration information. In this way, the client IP address and other configuration is assigned dynamically. You
can configure a DHCP server and view its configuration on the DHCP Server page. Follow these steps to configure
a DHCP server:

1. Choose Network > Network Services > DHCP > DHCP Server to display the DHCP Server page.
2. Click the Add or Edit icon to configure the DHCP server.

3. Set the parameters.
4

. Click OK to save the configuration, and then click Submit to apply the configuration. The following figure shows
the DHCP server configuration.

Edit DHCP Server X

Enable DHCP Service: @)
Interface: LAN
* Starting Address:  192.168.2.2
* Ending Address:  192.168.2.100

* Lease: 1440 min(30-10080)

e The DHCP server parameters are described as follows:

- Enable DHCP Service: enables or disables the DHCP service.

Interface: LAN

Starting Address: specifies the start IP address of the IP address pool for address allocation to DHCP clients.

Ending Address: specifies the end IP address of the IP address pool for address allocation to DHCP clients.

Lease: specifies the validity period of allocated IP addresses. The DHCP server will reclaim the expired IP
addresses for reallocation. This field cannot be left blank.

e Windows Name Server (WINS): specifies the IP address of the WINS server.
e Static IP Setting: allows you to bind a fixed IP address to a MAC address, as shown in the following figure.
Welotec GmbH www.welotec.com
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Static IP Setting

MAL Address IP Address Operation
Q000000000001 192,168,220 E )

A domain name system (DNS) is a distributed database used for TCP/IP applications and provides translation be-
tween domain names and IP addresses. DNS allows users to access some applications by using easy-to- remember,
meaningful domain names, which are then translated into the correct IP addresses by a DNS server on the network.
You can configure a DNS server and the DNS relay service and view the configuration on

the DNS page.

e Follow these steps to configure a DNS server:
1. Choose Network > Network Services > DNS to display the DNS page.
2. Enter the IP address of the DNS server.

3. Click Submit to apply the configuration. The following figure shows the DNS server configuration.

DNS Server

Primary DN5S: 1.1.1.1

Secondary DNS: 8.8.8.8

Follow these steps to configure the DNS relay service:

1. Choose Network > Network Services > DNS to display the DNS page.

2. Enablethe DNSrelay service. The DNSrelay service cannot be disabled when the DHCP server featureis enabled.
3. Click the Add icon to add a [domain name <=> IP address] pair.

4. Enter the domain name or IP address of a host and specify the matching IP address.

5

. Click OK to save the configuration, and then click Submit to apply the configuration. The following figure shows
the configuration of the DNS relay service.

Welotec GmbH www.welotec.com
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® |P Address 1:

IP Address 2

Add the [domain name <=>|P address] pair

* Host: welotec.com

192.168.2.100

192.168.2.1

Host List

You can view information about hosts connected to the TK600 on the Host List page. Choose Network > Network
Services > Host List to display the Host List page, as shown in the following figure.

Interface

LAN

MAC Address

d8icd 9T ched: 20

IP Address Haost

192.168.2.76 DESKTOP-KRFEEHD 0 Day 23:02:00

Lease

3.5.3 Routing

Routing Status
Choose Network > Routing > Routing Status to display the Routing Status page. This page displays information

about static routes configured on the TK600, as shown in the following figure.

) Overview | &b Network @ Edge Computing 1 System B8 Advanced

Rourtrey 51805
Metwork Interface e
Type: Al
MNetwork Sendces i
Type Dhees Ehrarts M Interface DHstance/Maedric Time
= Conmected Routing 127000 255000 Loopback 1 0%
Connected Routing 19216820 255.255.255.0 LAM 00
at
Snatic Rawting
Firewall w
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Static Routing

You can configure static routes on the Static Routing page. Then, packets sent to a specific destination are for-
warded through the specified route. (Generally, you do not need to configure static routes.) Follow these steps to
configure a static route:

1. Choose Network > Routing > Static Routing to display the Static Routing page.

2. Click the Add icon to add a static route.

3. Set the parameters.

4. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of a static route.

Add

e

* Destination:  0.0.0.0
* Netmask: 0.0.0.0
Interface: LAM
Gateway: 10.5.16.1
Distance:

Track 1D:

Parameters of a static route are described as follows:

e Destination: specifies the destination IP address to which packets are sent.

e Netmask: specifies the subnet mask of the destination IP address.

e Interface: specifies the interface through which data packets are forwarded to the destination network.

e Gateway: specifies the IP address of the next router that data packets pass through before reaching the desti-
nation IP address.

e Distance: specifies the priority of the route. A smaller value indicates a higher priority.

e Track ID: specifies the track index or ID.

Welotec GmbH www.welotec.com
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3.5.4 Firewall
ACL

An access control list (ACL) permits or denies specified data flows (such as the data flow from a specified source
IP address or account) based on a series of matching rules to filter the data reaching a network interface. You can
configure a data filtering policy for a network interface on the ACL page. The configuration procedure is as follows:

1. Choose Network > Firewall > ACL to display the ACL page.

2. Click the Add icon under Access Control Policy to add an access control policy.

3. Set the parameters.

4. Click the Add or Edit icon under ACL to add an access control list on a specified interface.
5. Setthe parameters.

6. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of a standard access control policy.

Add Access Control Strategy

Type: Standard Extended
*|D: | 79
Sequence Number:

Action: Parmit Deny

Match Conditions

Source IP:
Source Wildcard:
Log:

Descnption:

The following figure shows the configuration of an extended access control policy.

Welotec GmbH www.welotec.com
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Add Access Control Strategy »
Tipess: Standard (%) Extended
“ID: 1T
Sequence Number:
Actian: (8 Permit Deerry
Match Conditions
* Protesal: 1P
Gource [P
Source Wildcard:
Destination [P
Destination Wildcard :
Fragmenls
Log
Dascription:
The following figure shows the configuration of an access control list.
Add Access Control List X
¥ Interface:  LAN
Im ACL:
Cut ACL:
Admin ACL: | 192

e Parameters of a standard access control policy are described as follows:

- ID: specifies the ID of an ACL rule, in the range of 1-99. A smaller value indicates a higher priority of the rule.

Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a higher
priority of the rule.

Action: permits or denies forwarding of matching packets.

Source IP: specifies the source IP address of packets in the ACL rule. If this field is kept blank, the rule
matches packets from all networks.

Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.

Welotec GmbH www.welotec.com
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- Log: enables or disables recording of access control logs.
- Description: records meanings of access control parameters.
e Parameters of an extended access control policy are described as follows:

- ID: specifies the ID of an ACL rule, in the range of 100-199. A smaller value indicates a higher priority of the
rule.

- Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a higher
priority of the rule.

- Action: permits or denies forwarding of matching packets.
- Protocol: specifies the access control protocol.

- Source IP: specifies the source IP address of packets in the ACL rule. If this field is kept blank, the rule
matches packets from all networks.

- Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.

- Source Port: specifies the source port number of packets. The value any indicates that TCP/UDP packets
with any source ports match the rule. This parameter is available only when the TCP or UDP protocol is
selected.

- Destination IP: specifies the destination IP address of packets in the ACL rule. If this field is kept blank, the
rule matches packets destined for all networks.

- Destination Wildcard: specifies the wildcard mask of the destination IP address in the ACL rule.

- Destination Port: specifies the destination port number of packets. The value any indicates that TCP/UDP
packets with any destination ports match the rule. This parameter is available only when the TCP or UDP
protocol is selected.

- Established Connection: specifies the range of TCP packets controlled. If this option is selected, the system
controls TCP packets on established connections and does not control those on unestablished connec-
tions. If this option is deselected, the system controls TCP packets on both established and unestablished
connections. This parameter is available only when the TCP protocol is selected.

- Fragments: enables or disables control of fragmented data packets sent from the interface.
- Log: enables or disables recording of access control logs.
- Description: records meanings of access control parameters.
e Parameters of an access control list are described as follows:
- Interface: specifies the name of the interface on which the access control policy is configured.

- Rule: specifies the inbound, outbound, and administrative rules.

NAT

Network address translation (NAT) allows multiple hostsin a LAN to connect to the Internet by using one or multiple
public IP addresses. This feature maps a few public IP addresses to many private IP addresses to conserve public
IP addresses. You can view and configure NAT rules on the NAT page. The configuration procedure is as follows:

1. Choose Network > Firewall > NAT to display the NAT page.
2. Select an interface from the Interface drop-down list.

3. Click the Add icon under Network Address Translation (NAT) Rules to add an NAT rule and set parameters for
the rule.

4. Click OK to save the configuration, and then click Submit to apply the configuration. 5.
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As shown in the following figure, the NAT rule allows hosts connected to the TK600 to connect to the Internet by
using the IP address of interface WAN.

Add Network Address Translation(MAT) Rules bt

Action: SMNAT
Source Metwork: Inside Outside

Translation Type:  ACL to INTERFACE

Match Conditions

* Access Control List: 102

Translated Address
¥ Interface: | WAN

Description:

Parameters of the NAT rule are described as follows:
e Action

- SNAT: usesthe source network address translation feature that translates source IP addresses of data pack-
etsinto another IP address. Generally, this feature is used for data packets sent to the Internet through the
router.

- DNAT: uses the destination network address translation feature that translates destination IP addresses of
data packets into another IP address. Generally, this feature is used for data packets sent to the private
network through the router.

- 1:1NAT: uses one-to-one IP address translation.

e Source Network (available when the action is set to SNAT or DNAT):
- Inside: translates private IP addresses.
- Outside: translates public IP addresses.

e Translation Type, which can be:

IPtoIP
IP to INTERFACE

IP PORT to IP PORT
ACL to INTERFACE
ACLtoIP

e Access Control List (unavailable for 1:1 NAT): specifies the ACL rule used to match the packets of which the IP
addresses are translated.

e Translated Address (unavailable for 1:1 NAT): specifies the IP address or interface translated from the source
address.
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e Description: specifies the description of the NAT rule.

3.6 Edge Computing

3.6.1 Python Edge Computing
Install and run Python App

To install and run Python App in TK600, please refer to the following process, this document takes the Device Su-
pervisor as an example (if you want own functionality please get in contact with your Welotec Sales):

e Step 1: Install the App
Before installing the App, you need to ensure that the Python Edge Computing Engine is enabled and the Python

SDK is installed, as shown in the following figure:

) Overview  #b Network | & EdgeComputing | £ System B Adwanced

| B B r Prpraies [3g ot
= Pythan Engine B |

SO Versior: 1) Ertie (et Mode o

Pyt ‘Wersaon  Pyshond

Dwvon Soparvnes

U Usar Stongie T1MESGE kLY

Choose Edge Computing > Python Edge Computing. click the Add button and select the App package file to be
installed, then click Confirm

After importing, you can view the imported Apps, as shown in the following figure:

Import the APP package

oL Salect File

# device_supernisor-V2.00.24001.0.

e m

e Step 2: Run the App Select enable App and click Submit.
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Once enabled, the App automatically runs and will run every time the TK600 is started.
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Update Python App version

Generally, if you need to update the Python App version, you only need to import the new version of the App on
the Edge Computing > Python Edge Computing page.

Imnpart the APP package

1. Selet File

¥ davice juperdsod-VEDLQLS00 ¢

Caniel m

After the update is completed, as shown belowH

yihon Edge Compating
han Engines ]
S Pyt g L ]
SO Version: 143 Enabie Dsbug Modes (0
Dece Supendsor a Fythos Veetion:  Pyhoss
Used Liter Snorage TIMEMGH %
App
App Sas Entra Cparaton :-_.-‘I |_: [
App Hams App Verdon SOE Werddon Siaka Lizame Leg Oisarasian
devioe superasmr 144 RUNNKING G0 LA
App Lt
Erabli App Hara B Varsien SO irsions Stat Paramitars Loy Fil Szl B} Ogration ()
[+ RO _TLIpaT AR 144 ] #
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Enable the Debug Mode

To run and debug Python code on TK600, you need to enable TK600’s debug mode. Choose Edge Computing >
Python Edge Computing, select Enable Debug Mode.

Python Engim

&PP
1 Ef st
App Name App Weerion S0 Vewnion Sate Uptime Leg Oipaeation
bl #_SUCETS0 20.0Lro 800 Ad 0007148
Erubyie A Mo A Version SO Viersion 5031 Pt aeves s Lioep File Sdre{MB) et 41R0

After the debugging mode is enabled, TK600 will start an SSH server to listen on port 222 of LAN (default IP ad-
dress being 192.168.2.1). The username and password of the SSH server are displayed on the previous web page.
A random password is generated every time the debugging mode is enabled or the TK600 is restarted to ensure
security.

3.7 System
3.7.1 System Time

To enable the TK600 to cooperate with other devices properly, you may need to set an accurate system time for it.
For this purpose, set the system time on the System Time page and enable the NTP protocol to implement clock
synchronization among all clock-supporting devices on the network. In this way, all devices maintain the same
clock to provide applications based on the consistent time. Follow these steps to set the system time:

Method 1: Select a time zone.

1. Choose System > System Time to display the System Time page.

2. Select the time zone where the TK600 is located from the Time Zone drop-down list.
3. Click Apply.

Method 2: Set the system time manually.

1. Choose System > System Time to display the System Time page.

2. Set a specific time in the Set Time field.

3. Click Apply.

Method 3: Use the local time of the PC.

1. Choose System > System Time to display the System Time page.
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2. The TK600 can obtain the time of the PC as its local time.

3. Click Sync next to the Device Time field.

Method 4: Enable SNTP clients.

1. Choose System > System Time to display the System Time page.

. Select Enable SNTP Clients.

2
3. Set the parameters.
4

. Click Submit to apply the configuration.

3.7.2 System Logs

Choose System > Log to display the Log page. This page displays a large amount of information about the network
and TK600, such as its running status and changes of configuration. On the Configure page, you can set a remote
log server. Then, the TK600 will synchronize all system logs to the remote log server. The host used as the remote
log server must run a remote log program.

3.7.3 Configuration Management

Choose System > Configuration Management to display the Configuration Management page. On this page, you
can back up configuration parameters, import parameter settings, and restore factory settings of the TK600. These
functions are described as follows:

e Configuration Management

Auto Save: enables or disables automatic saving of modified configuration in the startup configuration file.

Encrypted: enables or disables password encryption. After this option is selected, all passwords config-
ured on the TK600 web system are displayed in encrypted text. This feature improves the security of pass-
words.

e Configuration Files Operations

Import Startup Config: allows you to import a configuration file as the startup configuration of the TK600.
The TK600 will load the imported configuration file upon a reboot. Ensure the validity and correct order
of commands in the imported configuration file. The TK600 filters out invalid commands in the imported
configuration file, and then saves the valid commands as the startup configuration. The system will execute
these commands sequentially after a reboot. If commands in the imported configuration file are not listed
in a valid order, the system cannot enter the expected state after a reboot.

Export Startup Config: allows you to back up the startup configuration on a host. The startup configuration
is the configuration that the TK600 loads after it starts.

Export Running Config: allows you to back up the running configuration on a host. The running configura-
tion is the configuration that the TK600 is running.

Restore Factory Configuration: allows you to restore the factory settings of the TK600. This operation re-
stores all parameters on the TK600 to the default settings. The factory settings are restored after a reboot
of the TK600.
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3.7.4 Firmware Upgrade

Follow these steps to upgrade the firmware version:

1. Choose System > Firmware Upgrade to display the Firmware Upgrade page.
2. Click Select File to select a firmware file for the TK600.

3. Click Starting Upgrade and OK to start the firmware upgrade.

4. Wait until the upgrade succeeds, and then click Reboot to restart the TK600.

3.7.5 Access Tools

To facilitate TK600 management and configuration, you can configure the TK600 management and access methods
on the Access Tools page. Follow these steps to complete the configuration:

e Configure HTTPS

1. Choose System > Access Tools to display the Access Tools page.
2. Select Enable HTTPS and set the parameters.

3. Click Submit to apply the configuration.

Configure Telnet
Choose System > Access Tools to display the Access Tools page.

Select Enable TELNET and set the parameters.

Lo A o

Click Submit to apply the configuration.
e Configure SSH
1. Choose System > Access Tools to display the Access Tools page.
2. Select Enable SSH and set the parameters.
3. Click Submit to apply the configuration.

The following figure shows the configuration of HTTPS-based management.

Enable HTTPS: ®
Liste fing 1P Address: -'l.r:}-
E Part: 443
= Web Login Timeout: 300 sec] 100-3600)
Remote Control: [
Source Network IP Wildcard Operation

The HTTPS parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP addresses.
2. Port: specifies the listening port number of HTTPS.

3. Web Login Timeout: specifies the timeout period of web page login. The valid value range is 0-3600.
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4. Remote Control: enables or disables remote access to the TK600 through HTTPS. If no remote control network

is specified, the TK600 can be remotely controlled through any network.

The following figure shows the configuration of Telnet-based management.

Enable TELMET:

Listening P Address Ary

& Part:

(2]
LrT

Remote Control:

The Telnet parameters are described as follows:

1.
2.
3.

Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP addresses.
Port: specifies the listening port number of Telnet.

Remote Control: enables or disables remote access to the TK600 through Telnet. If no remote control network
is specified, the TK600 can be remotely controlled through any network.

The following figure shows the configuration of SSH-based management.

Enable SSH: [
Listening IP Address; Any
* Port: 22
* Timeout: 120 sec(0-120)
Private Key Mode: RSA
Private Key Length 1024
Remaote Control:

The SSH parameters are described as follows:

1
2
3
4.
5
6

. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP addresses.
. Port: specifies the listening port number of SSH.

. Timeout: specifies the SSH timeout period. The valid value range is 0-120.

Key Mode: fixed as RSA.

. Key Length: specifies the length of the key used. Options are 512, 1024, 2048, and 4096.

. Remote Control: enables or disables remote access to the TK600 through Telnet. If no remote control network

is specified, the TK600 can be remotely controlled through any network.
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3.7.6 User Management

On the User Management page, you can add user accounts and manage the password and access rights of each
account. These accounts allow multiple users to access and manage the TK600. Follow these steps to add a user:

1. Choose System > User Management to display the User Management page.
2. Click the Add icon to add a user.

3. Set the parameters.
4

. Click OK to save the configuration.

3.7.7 Reboot

Choose System > Reboot to display the Reboot page, and then reboot the TK600 or set a scheduled reboot plan
forit. As shown in the following figure, the TK600 is configured to reboot on 0:00 every day.

o i oo [

Rebosot

Sysvermn Tame

Reboot
Log
Regularly Daily Reboct (@)
Configuration Management
i ™ Every Day 00 H o0 ¥

Fir Upgrad
T S e Immediatety Rebaot ) Reboot

Access Tols m

User Management

3.7.8 Network Tools

Choose System > Network Tools to display the Network Tools page. You can diagnose network problems of the
TK600 on this page. You can enter some extension options in the Expert Options area. For example, expert option
-t for the ping tool enables the TK600 to ping a specified host continuously until you stop the ping. The ping tool
can be used to check whether a network is reachable. The following figure shows the configuration of a ping test.

Ping

* Host: welotec.com m
+ Ping Count: 4

+ Packet Size: 32 (8-1472)
Experts Options:

The traceroute tool can be used to determine the route used to transmit IP datagrams to a destination. The follow-
ing figure shows the configuration of a traceroute test.
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Traceroute

* Host: welgtec.com

¢ Maximum Hops: 20 (2-40)

* Timeaout: 3 sec(2-10)
Protacol: uop

Experts Options:

The Tcpdump tool can be used to capture packets transmitted on a specified interface. The following figure shows
the Tcpdump configuration.

Tepdump

Capture Interface: Any

* Capture Number: 20 (10-1000)
Experts Options:

3.7.9 3rd Party Notification

Choose System > 3rd Party Notification to display the 3rd Party Notification page. You can view the statement
about the third-party software used for the TK600.

3.8 Advanced

Some functions are not fully migrated yet from TK800 series to TK600 series. For advanced functions you can still
use the TK800 webinterface.

3.8.1 Administration

On this page, you can view the system status and network status (including the firmware version, MAC address,
system time, and up time of the router).
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3.

8.2 VPN

OpenVPN

In the OpenVPN architecture, when a user accesses a remote virtual address (an address of a virtual NIC, not a real
address), the operating system uses the routing mechanism to send the datagrams (TUN mode) or data frames (TAP
mode) to the virtual NIC. When the service program receives the data, it processes the data and sends the data to
the external network through the socket. When the remote service program receives the data from the external
network through its socket, it processes the data and sends the data to the virtual NIC. The application software
then receives the data. At this time, a unidirectional transmission process is completed. The reverse transmission
process is similar.

OpenVPN Client

The parameters of an OpenVPN client are described as follows:

Enable: enables or disables the OpenVPN client.
Index: specifies a tunnel ID.
OpenVPN Server: specifies the IP address or domain name of an OpenVPN server.
Port: specifies the port number used to establish an OpenVPN tunnel.
Protocol Type: specifies the protocol used for data transmission. Options are UDP and TCP.
Authentication Type: Select an authentication type and set parameters for the authentication type.
Description: specifies the description of the OpenVPN tunnel.
Show Advanced Options

- Source Interface: specifies the interface used to establish the OpenVPN tunnel.

- Interface Type: specifies the type of data sent from the interface.

* Tun: mostly used for IP-based communication.

* Tap: allows complete Ethernet frames to pass through the OpenVPN tunnel and provides support for
non-IP protocols.

- Network Type: Options are net30, p2p, and subnet.
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* net30: Four IP addresses with a 30-bit mask are selected from the IP address pool. The larger one
between the two intermediate IP addresses is used as the IP address of the client’s virtual NIC, and
the smaller one is used as the peer IP address.

* p2p: An IP address is selected from the IP address pool as the IP address of the client’s virtual NIC, and
the actual IP address of the virtual NIC is used as the peer IP address.

e Subnet: An IP address is selected from the IP address pool as the IP address of the client’s virtual NIC, and the
subnet mask of the virtual NIC is used as the peer IP address.

e Cipher: specifies the protocol used to encrypt the data transmitted over the OpenVPN tunnel. The setting must
be the same on the client and server.

e HMAC: specifies the authentication method used for data transmitted over the OpenVPN tunnel. Data cannot
be transmitted if the authentication fails. The setting must be the same on the client and server.

e Compression LZO: specifies the compression format of data transmitted over the OpenVPN tunnel.

e Redirect-Gateway: enables the OpenVPN interface to act as the default gateway for the client, so that all traffic
of the client is forwarded through the OpenVPN interface.

e Remote Float: allows the remote device to change its IP address or port.

e Link Detection Interval: specifies the interval for sending link detection packets after an OpenVPN tunnel is es-
tablished. The valid value range is 10-1800, and the unit is second.

e Link Detection Timeout: specifies the timeout period of OpenVPN link detection. After the number of link de-
tection failures reaches the maximum value, the local device initiates a new L2TP connection. The valid value
range is 60-3600.

e MTU: specifies the maximum transmit unit on the OpenVPN interface, which is expressed in bytes.
e Enable Debug: enables or disables debugging logs.
e Expert Configuration: specifies OpenVPN extension parameters.

e Import Configuration: Select the OpenVPN configuration file you want to import.

OpenVPN Server

The parameters of an OpenVPN server are described as follows:
e Enable: enables or disables the OpenVPN server.

e Config Mode: specifies whether to complete the configuration manually or import a configuration file.

Manual Config

Authentication Type: specifies the authentication method used.

Local IP Address: specifies the virtual IP address of the OpenVPN server interface.

Remote IP Address: specifies the virtual IP address of the OpenVPN client.

Description: specifies the description of the OpenVPN tunnel.

Show Advanced Options: enables or disables display of advanced options.

e Source Interface: specifies the interface used to establish the OpenVPN tunnel.
e Interface Type: specifies the type of data sent from the interface.
- Tun: mostly used for IP-based communication.

- Tap: allows complete Ethernet frames to pass through the OpenVPN tunnel and provides support for non-
IP protocols.

* Network Type: Options are net30, p2p, and subnet.
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* Protocol Type: specifies the communication protocol used between the client and server. The setting
must be the same on the client and server.
* Port: specifies the port number of the OpenVPN service.

* Cipher: specifies the protocol used to encrypt the data transmitted over the OpenVPN tunnel. The
setting must be the same on the client and server.

* HMAC: specifies the authentication method used for data transmitted over the OpenVPN tunnel. Data
cannot be transmitted if the authentication fails. The setting must be the same on the client and
server.

* Compression LZO: specifies the compression format of data transmitted over the OpenVPN tunnel.
The setting must be the same as that on the client.

* Link Detection Interval: specifies the interval for sending link detection packets after an OpenVPN
tunnel is established. The valid value range is 10-1800, and the unit is second.

* Link Detection Timeout: specifies the timeout period of OpenVPN link detection. If the local device
does not receive a response to the link detection packet within this period, link detection fails. The
valid value range is 60-3600.

* MTU: specifies the maximum transmit unit on the OpenVPN interface, which is expressed in bytes.
* Enable Debug: enables or disables debugging logs.
* Expert Configuration: specifies OpenVPN extension parameters.

* Username/Password: specifies the user name and password used for server access when password
authentication is used.

Certificate Management

The Simple Certificate Enrollment Protocol (SCEP) is a certificate management protocol formulated jointly by Cisco
and Verisign. This protocol combines PKCS#7 and PKCS#10 standards, and supports extensive clients and certifi-
cation authorities (CAs).The certification management parameters are described as follows:

Enable SCEP: enables or disables the Simple Certificate Enrollment Protocol.

Force to re-enroll: restarts the certificate enrollment service every time without checking the status of the cur-
rent certificate.

Status: displays the current certificate enrollment status on the device, which can be Initiation, Enrolling, Re-
Enrolling, or Complete.

Protect Key: specifies the key set during certificate enrollment for encryption of the digital certificate. You can
import or export a certificate only after entering the protection key set during certificate enrollment.

Protect Key Confirm: Enter the protection key again to confirm the key.

Strict CA: sets the ID of a trusted CA. The certificate of a device is enrolled and issued by a trusted CA. Therefore,
you must specify the ID of a trusted CA to bind the device to the CA. Then, the device completes certificate
application, acquisition, revocation, and query through this CA.

Server URL: specifies the URL of the CA server. You must specify a CA server URL before-
hand, so that the device can apply to this server for a certificate through SCEP, for example,
http://100.17.145.158:8080/certsrv/mscep/mscep.dll.

Common Name: specifies the general name of the certificate required.

FQDN: specifies the fully qualified domain name (FQDN) of the certificate. FQDN is the unique identifier of an
entity on a network and is composed of a host name and a domain name. It can be resolved into an IP address.
For example, host name www and domain name whatever.com form an FQDN [www.whatever.com.]

Unit 1: specifies the name of the first organization of the certificate.

Unit 2: specifies the name of the second organization of the certificate.
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e Domain: specifies the qualified domain name of the certificate.
e Serial Number: specifies the serial number of the certificate.
e Challenge: specifies the challenge code of the certificate, which is required for certificate revocation (optional).
e Challenge Confirm: Enter the challenge code again to confirm the setting.
e Unstructured address: specifies the IP address of the certificate.
e RSA Key Length: specifies the length of the RSA key. The valid value range is 128-2048, and the unit is bit.

e PollInterval: specifies the interval at which the device queries the current certificate status from the server. The
valid value range is 30-3600, and the unit is second.

e Poll Timeout: specifies the maximum duration for querying the certificate status. The device considers the cer-
tificate application fails when the timeout period expires. The valid value range is 30-86400, and the unit is
second.

e Revocation: enables or disables certificate revocation.
- CRL URL: specifies the URL of the certificate revocation list (CRL) distribution point.

- OCSP URL: specifies the URL of the Online Certificate Status Protocol (OCSP) server. Generally, it is the
same as the URL of the CA server.

Note: When using a certificate, ensure that the system time is consistent with the actual time.
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4 FAQ

4.1 How Do | Restore Factory Settings Through
Hardware?

Follow these steps:
1. Pressthe RESET button while turning the TK600 on.
2. Assoon as the ERROR LED lights up (approx. 10 seconds after switching on), release the RESET button.

3. After a few seconds, the ERROR LED will no longer light up. Now press the RESET button again until the Error
light flashes and then release the button.

4. Now the LED lights ERROR and STATUS are flashing, which means that the reset to the default setting was suc-

cessful.

Default factory settings
IP WAN: 192.168.1.1
IP LAN: 192.168.2.1
Net mask: 255.255.255.0
Username: adm
Password: 123456
Serial Port RS-485: 115200-N-8-1
Serial Port RS-232: 9600-N-8-1
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